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Research on HTMLS application cache poison attack
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Abstract: HTMLS application cache (AppCache) allowed Web browser to access Web offline. But it also brought a new
method of cache poisoning attack that was more persisting. As for websites which used the AppCache, a novel poisoning
method RFTM (replace file twice method), in which the attacker replaced the manifest file twice to poison the client’s
AppCache, was proposed. Compared with the original attack, the legal server would not receive abnormal HTTP requests
from the client in the attack. Therefore, changing the server configuration could not prevent the client from the RFTM

AppCache poisoning. To avoid the attack mentioned above, a lightweight signature defense scheme Sec-Cache in appli-

cation layer was designed. Furthermore, experiments show that it has good performance and compatibility.
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